
iPad in Business  
Security Overview

iPad can securely access corporate services and protect data on the device. It provides 

strong encryption for data in transmission, proven authentication methods for access  

to corporate services, and encryption for all data stored on the device. iPad also  

provides secure protection through the use of passcode policies that can be enforced 

and delivered over the air. And if the device falls into the wrong hands, users and  

IT administrators can initiate a remote wipe command to help ensure that private  

information is erased.

It’s helpful to understand the following when considering the security of iPad for 

the enterprise:
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Device Control and Protection

Establishing strong policies for access to iPad is critical to protecting corporate  
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Passcode policies
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set of passcode requirements to meet your security needs, including timeout periods,  

passcode strength, and how often the passcode must be changed. 
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Device protection
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Data protection
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Network security
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Platform security
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Policy enforcement
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to the device over the air, enabling policies to be enforced and updated without any 

action by the user.
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with others.

L&-A4.+)$/&-!*+&A6#(!2)-!?#!?&$%!(/4-#'!)-'!#-2+:*$#'@!</4-/-4!)!2&-A4.+)$/&-! 

*+&A6#!#-(.+#(!$%)$!$%#!(#$$/-4(!/$!#-1&+2#(!2)--&$!?#!)6$#+#'!/-!)-:!7):@!E-2+:*$/-4! 

)!2&-A4.+)$/&-!*+&A6#!*+&$#2$(!$%#!*+&A6#\(!2&-$#-$(!)-'!*#+;/$(!/-($)66)$/&-!&-6:! 
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accessible to your users. 

Device restrictions 

Device restrictions determine which iPad features your users can access. Typically, these 

/-,&6,#!-#$7&+9I#-)?6#'!)**6/2)$/&-(!(.2%!)(!<)1)+/5!Y&.>.?#5!&+!$%#!/>.-#(!<$&+#5!?.$!

restrictions can also control actions such as application installations. Device restrictions 
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each device. 

H-!)''/$/&-!$&!(#$$/-4!+#($+/2$/&-(!)-'!*&6/2/#(!&-!$%#!'#,/2#5!$%#!/>.-#(!'#(9$&*! 
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whether new software updates are available for them to install.

Available restrictions

 ! B22#((!$&!#D*6/2/$!;#'/)!/-!/>.-#(!<$&+#
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Data Protection

Protecting data stored on iPad is important for any environment with a high level  

of sensitive corporate or customer information. In addition to encrypting data in  

transmission, iPad provides hardware encryption for data stored on the device. 

If a device is lost or stolen, it’s important to deactivate and erase the device. It’s also a 

4&&'!/'#)!$&!%),#!)!*&6/2:!/-!*6)2#!$%)$!7/66!7/*#!$%#!'#,/2#!)1$#+!)!'#A-#'!-.;?#+! 
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access to the device.

Encryption

/3)'!&d#+(!NReI?/$!BE<!#-2&'/-4!%)+'7)+#I?)(#'!#-2+:*$/&-!$&!*+&$#2$!)66!')$)!&-!$%#!

device. Encryption is always enabled and cannot be disabled by users.
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automatically. And to further protect application data, developers have access to APIs 

that enable them to encrypt data within their own application data stores.

Remote wipe

iPad supports remote wipe. If a device is lost or stolen, the administrator or device 

owner can issue a remote wipe command that removes all data and deactivates the 
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Local wipe

X#,/2#(!2)-!)6(&!?#!2&-A4.+#'!$&!).$&;)$/2)66:!/-/$/)$#!)!6&2)6!7/*#!)1$#+!(#,#+)6!1)/6#'!
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$%)$!$%#:!)+#!).$%&+/0#'!)-'!$%)$!')$)!/(!*+&$#2$#'!'.+/-4!$+)-(;/((/&-@!/3)'!*+&,/'#(!

*+&,#-!$#2%-&6&4/#(!$&!)22&;*6/(%!$%#(#!(#2.+/$:!&?f#2$/,#(!1&+!?&$%!U/I]/!)-'!2#66.6)+!
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VPN

")-:!#-$#+*+/(#!#-,/+&-;#-$(!.(#!(&;#!1&+;!&1!,/+$.)6!*+/,)$#!-#$7&+9/-4@!>%#(# 

(#2.+#!-#$7&+9!(#+,/2#(!)+#!)6+#)':!'#*6&:#'!)-'!$:*/2)66:!+#G./+#!;/-/;)6!(#$.*! 

)-'!2&-A4.+)$/&-!$&!7&+9!7/$%!/3)'@
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(.**&+$!1&+!L/(2&!H3<#25!MN>35!)-'!33>3@!<.**&+$!1&+!$%#(#!*+&$&2&6(!#-(.+#(!$%#!%/4%#($!

6#,#6!&1!H3I?)(#'!#-2+:*$/&-!1&+!$+)-(;/((/&-!&1!(#-(/$/,#!/-1&+;)$/&-@!/3)'!(.**&+$(! 

-#$7&+9!*+&D:!2&-A4.+)$/&-!)(!7#66!)(!(*6/$!H3!$.--#6/-4!(&!$%)$!$+)1A2!$&!*.?6/2!&+! 

*+/,)$#!-#$7&+9!'&;)/-(!/(!+#6):#'!)22&+'/-4!$&!:&.+!(*#2/A2!2&;*)-:!*&6/2/#(@

/$),$!00('!%&!'("!%1$).!".()*

/3)'!2)-!?#!2&-A4.+#'!$&!).$&;)$/2)66:!/-/$/)$#! 

a wipe after several failed passcode attempts. 

If a user repeatedly enters the wrong passcode, 

iPad will be disabled for increasingly longer interI

vals. After too many unsuccessful attempts, all 

data and settings on the device will be erased.
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H-!)''/$/&-!$&!#-)?6/-4!(#2.+#!)22#((!$&!#D/($/-4!O38!#-,/+&-;#-$(5!/3)'!&d#+(!*+&,#-!

;#$%&'(!1&+!.(#+!).$%#-$/2)$/&-@!B.$%#-$/2)$/&-!,/)!($)-')+'!D@RST!'/4/$)6!2#+$/A2)$#(!

provides users with streamlined access to company resources and a viable alternative 

$&!.(/-4!%)+'7)+#I?)(#'!$&9#-(@!B''/$/&-)66:5!2#+$/A2)$#!).$%#-$/2)$/&-!#-)?6#(!/3)'!$&!

$)9#!)',)-$)4#!&1!O38!=-!X#;)-'5!;)9/-4!$%#!O38!).$%#-$/2)$/&-!*+&2#((!$+)-(*)+#-$!

7%/6#!($/66!*+&,/'/-4!($+&-45!2+#'#-$/)6#'!)22#((!$&!-#$7&+9!(#+,/2#(@

]&+!#-$#+*+/(#!#-,/+&-;#-$(!$%)$!+#G./+#!)!$7&I1)2$&+!$&9#-5!/3)'!/-$#4+)$#(!7/$%!J<B!

<#2.+HX!)-'!LJY3>=L)+'@

SSL/TLS

/3)'!(.**&+$(!<<M!,`!)(!7#66!)(!>+)-(*&+$!M):#+!<#2.+/$:!^>M<_!,W5!$%#!-#D$I4#-#+)$/&-!

(#2.+/$:!($)-')+'!1&+!$%#!H-$#+-#$@!<)1)+/5!L)6#-')+5!")/65!)-'!&$%#+!H-$#+-#$!)**6/2)$/&-(!

automatically start these mechanisms to enable an encrypted communication channel 

between iPad and corporate services.

WPA/WPA2

/3)'!(.**&+$(!U3BN!E-$#+*+/(#!$&!*+&,/'#!).$%#-$/2)$#'!)22#((!$&!:&.+!#-$#+*+/(#! 

7/+#6#((!-#$7&+9@!U3BN!E-$#+*+/(#!.(#(!WNVI?/$!BE<!#-2+:*$/&-5!4/,/-4!.(#+(!$%#!%/4%#($!

level of assurance that their data will remain protected when they send and receive  

2&;;.-/2)$/&-(!&,#+!)!U/I]/!-#$7&+9!2&--#2$/&-@!B-'!7/$%!(.**&+$!1&+!VSN@WD5!/3)'! 

2)-!?#!/-$#4+)$#'!/-$&!)!?+&)'!+)-4#!&1!JBXHa<!).$%#-$/2)$/&-!#-,/+&-;#-$(@

<#2.+#!36)$1&+;!]&.-')$/&-

/3%&-#!=<!/(!)!*6)$1&+;!'#(/4-#'!7/$%!(#2.+/$:!)$!/$(!2&+#@!H$!/-26.'#(!)!g()-'?&D#'h!

approach to application runtime protection and requires mandatory application signing 

$&!#-(.+#!$%)$!)**6/2)$/&-(!2)--&$!?#!$);*#+#'!7/$%@!/3%&-#!=<!)6(&!%)(!)!(#2.+#! 

1+);#7&+9!$%)$!1)2/6/$)$#(!(#2.+#!($&+)4#!&1!)**6/2)$/&-!)-'!-#$7&+9!(#+,/2#!2+#'#-$/)6(!

/-!)-!#-2+:*$#'!9#:2%)/-@!]&+!'#,#6&*#+(5!/$!&d#+(!)!2&;;&-!2+:*$&!)+2%/$#2$.+#!$%)$! 

can be used to encrypt application data stores.

Runtime protection

B**6/2)$/&-(!&-!$%#!'#,/2#!)+#!g()-'?&D#'h!(&!$%#:!2)--&$!)22#((!')$)!($&+#'!?:!&$%#+!

)**6/2)$/&-(@!H-!)''/$/&-5!(:($#;!A6#(5!+#(&.+2#(5!)-'!$%#!9#+-#6!)+#!(%/#6'#'!1+&;!$%#!

user’s application space. If an application needs to access data from another application, 

/$!2)-!'&!(&!.(/-4!&-6:!$%#!B3H(!)-'!(#+,/2#(!*+&,/'#'!?:!/3%&-#!=<@!L&'#!4#-#+)$/&-! 

is also prevented.

2-*&-.)$3%")&!%0(,*(*,

All iPad applications must be signed. The applications provided with the device are 

(/4-#'!?:!B**6#@!>%/+'I*)+$:!)**6/2)$/&-(!)+#!(/4-#'!?:!$%#!'#,#6&*#+!.(/-4!)-!B**6#I

/((.#'!2#+$/A2)$#@!>%/(!#-(.+#(!$%)$!)**6/2)$/&-(!%),#-\$!?##-!$);*#+#'!7/$%!&+!)6$#+#'@!

B''/$/&-)66:5!+.-$/;#!2%#29(!)+#!;)'#!$&!#-(.+#!$%)$!)-!)**6/2)$/&-!%)(-\$!?#2&;#!

g.-$+.($#'h!(/-2#!/$(!6)($!.(#@

>%#!.(#!&1!2.($&;!&+!/-I%&.(#!)**6/2)$/&-(!2)-!?#!2&-$+&66#'!7/$%!)!*+&,/(/&-/-4!

*+&A6#@!a(#+(!;.($!%),#!$%#!*+&,/(/&-/-4!*+&A6#!/-($)66#'!$&!#D#2.$#!$%#!)**6/2)$/&-@!

B';/-/($+)$&+(!2)-!)6(&!+#($+/2$!$%#!.(#!&1!)-!)**6/2)$/&-!$&!(*#2/A2!'#,/2#(@

Secure authentication framework

/3)'!*+&,/'#(!)!(#2.+#5!#-2+:*$#'!9#:2%)/-!1&+!($&+/-4!'/4/$)6!/'#-$/$/#(5!.(#+!-);#(5! 

)-'!*)((7&+'(@!Z#:2%)/-!')$)!/(!*)+$/$/&-#'!(&!$%)$!2+#'#-$/)6(!($&+#'!?:!$%/+'I*)+$:!

)**6/2)$/&-(!2)--&$!?#!)22#((#'!?:!)**6/2)$/&-(!7/$%!)!'/d#+#-$!/'#-$/$:@!>%/(!*+&,/'#(!

the mechanism for securing authentication credentials on iPad across a range of  

applications and services within the enterprise.

VPN protocols

 ! L/(2&!H3<#2

 ! MN>3PH3<#2

 ! 33>3

Authentication methods

 ! 3)((7&+'!^"<ILKB3,N_

 ! J<B!<#2.+HX

 ! LJY3>=L)+'

 ! D@RST!'/4/$)6!2#+$/A2)$#(

 ! <%)+#'!(#2+#$

802.1x authentication protocols

 ! EB3I>M<!

 ! EB3I>>M<!

 ! EB3I]B<>!

 ! EB3I<H"!

 ! 3EB3!,S5!,W!

 ! MEB3!

 !""#$%&'()&$%*+),%&(-#$.,%/

/3)'!(.**&+$(!Q@RST!2#+$/A2)$#(!7/$%! 

J<B!9#:(@!>%#!A6#!#D$#-(/&-(!@2#+5!@2+$5! 

)-'!@'#+!)+#!+#2&4-/0#'@
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Common crypto architecture

Application developers have access to encryption APIs that they can use to further 

protect their application data. Data can be symmetrically encrypted using proven 

;#$%&'(!(.2%!)(!BE<5!JLk5!&+!`XE<@!H-!)''/$/&-5!/3)'!*+&,/'#(!%)+'7)+#!)22#6#+)$/&-!

1&+!BE<!)-'!<KBW!#-2+:*$/&-5!;)D/;/0/-4!)**6/2)$/&-!*#+1&+;)-2#@!

J#,&6.$/&-)+:!3+&'.2$5!<#2.+#!>%+&.4%&.$!

/3)'!*+&,/'#(!#-2+:*$#'!*+&$#2$/&-!&1!')$)!/-!$+)-(/$5!)$!+#($5!&+!?)29#'!.*!$&!/>.-#(@!

U%#$%#+!)!.(#+!/(!)22#((/-4!2&+*&+)$#!#;)/65!,/(/$/-4!)!*+/,)$#!7#?(/$#5!&+!).$%#-$/2)$/-4! 
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-#$7&+9/-4!)-'!2&;*+#%#-(/,#!;#$%&'(!$&!*+#,#-$!')$)!6&((5!:&.!2)-!'#*6&:!/3)'!

7/$%!2&-A'#-2#5!9-&7/-4!$%)$!:&.\+#!/;*6#;#-$/-4!*+&,#-!;&?/6#!'#,/2#!(#2.+/$:!

and data protection methods.
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